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Today’s presenters
Tyler Sisneros
Century Bank
SVP, Director of Treasury Manager and Digital Banking
Tyler recently joined Century Bank as Director of Treasury Management and Digital Banking after 14 years with
Wells Fargo. A New Mexico native, Tyler was raised on his family’s ranch near Ruidoso. Tyler is a proud alumnus
of both New Mexico Military Institute (HS ’02) and Texas Tech University (2006) where he graduated Cum Laude
with a B.A degree in History and a minor in Business Administration. He's also designated a Certified Treasury
Professional (CTP) by the Association of Financial Professionals.
Tyler has been in the banking industry for 14 years. His background includes multiple roles ranging from personal
financial planning to corporate and wholesale cash management. Over the past 9 year he has held positions as a
Treasury Analyst and Treasury Consultant advising some of the largest and most complex organizations in both
the public and private sector in 10 states. Over the past 5 years Tyler has been sought out as a speaker at
Treasury and Public Sector Industry conferences in New Mexico, Arizona and California to speak on topics ranging
from risk management to cash management automation.
Tyler and his family reside in Albuquerque. He is married to his wife Allie, and they have 3 children, Christian (4),
Charlotte (3) and Hazael (3 months).
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Today’s presenters
Michael Bradley
Wells Fargo
VP, Treasury Management Consultant
Michael Bradley is a Senior Treasury Management Consultant and Certified Treasury Professional (CTP) with
Wells Fargo Bank. He has 30 plus years of banking experience.
Michael works exclusively with government clients in Arizona, New Mexico and Texas. He received his bachelor’s
degree from the University of Texas at Dallas, and his M.B.A. with a concentration in Accounting from DeVry
University.
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Today’s presenters
Luke Boan
Wells Fargo
AVP, Treasury Management Consultant
Luke offers his treasury management expertise from his practitioner background and extensive knowledge of
Wells Fargo’s product and service offerings. Luke is from South Carolina where he received his B.S. in finance with
honors from the University of South Carolina. He has been in the treasury field since 2014 where he held various
treasury roles in the energy and retail sectors before joining
Wells Fargo in 2016 in the Treasury Management group and has been a Treasury Management Consultant since
January 2020.
Luke focuses on supporting local, regional and state government and institutional clients in New Mexico, Arizona
and Nevada. He resides in Denver, CO where he recently relocated to from South Carolina.
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Today’s agenda

• Updates on the overall risk landscape in light
of the events of 2020
• Insights on processes and technologies that
will help reduce risk within your organization
• Operational cash management efficiencies in
light of our new “normal”
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Finding opportunity in disruption
Recent economic disruption has revealed the many
weaknesses in long-established business processes.
How are governments being impacted?
• Increased risk exposure stemming from manual or paperbased processes
• Budget shortfalls due to emergency expenditures and
changes in tax- and fee-based collections
• Fraud attempts specifically targeted to the government
sector
Now is the time to focus on making long-term
improvements, not just short-term fixes.

Streamline
your
payables to
improve
cash flow

Automate
your
receivables
to drive
efficiency

Focus on
fraud
mitigation
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Payment fraud trends

81%

of organizations

75%

of organizations

54%

of organizatoins targeted by BEC

experienced attempted or actual fraud

reported BEC fraud

FBI reported
$26.2 Billion
dollars lost to
BEC fraud in
the past three
years

experienced a financial loss as a result
Sources: The 2020 AFP© Payments Fraud Controls Report and The Federal Bureau of Investigation, Internet Crime Compliance Center (IC3)
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Are your payments a target for fraud?

The percentage of
organizations that
experienced fraud
by payment type

Source: 2020 AFP® Payments Fraud and Control Survey Report

74%

40%

33%

Checks

Wire Transfers

ACH Debits

34%

22%

Corporate/
Commercial
Credit Cards

ACH Credits
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Current threat landscape

Key fraud threats impacting Wholesale customer-facing digital channels

Business Email Compromise (BEC)

BEC is where a fraudster impersonates a vendor, a company executive, or
another trusted trading partner — ultimately tricking you into making the
payment to them
•

BEC doesn’t involve a compromise of banking products or channels

•

Risk is across all banks, channels, or payment types that customers would
normally use

Online Account Takeover (ATO)

Thieves gain access to make unauthorized transactions, including
transferring funds, creating and adding fake employees to payroll, and
stealing sensitive customer information.
•

Highest risk is on browser-based portals where user devices are
vulnerable to malware infection
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Targets within an organization for BEC scams

62% 17%
Accounts
payable

Treasury

Source: 2020 AFP® Payments Fraud and Control Survey Report

8%

7%

2%

Procurement/
Sourcing

Human
Resources/
Payroll Dept.

Accounts
Receivable
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New threats in the world of fraud
Attack spanning large to small organizations

• Real estate and higher education/government
• Smaller organizations, fewer controls and security measures

Mobile banking on the rise: Increased risk for carelessness or speed

Mobile
malware

Social
engineering

Source: FBI PSA dated 4 May 2017, Alert # I-050417-PSA

Unauthorized
apps

Fraudulent
apps

Lost
Devices
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Fraud attacks:
the schemes that
stand out
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Business email compromise
The biggest threat for 2020 and beyond?

Sophisticated fraudsters + time and patience = significant losses

• Imposter fraud attempts
appear legitimate at first
• Fraudsters time attacks
for vulnerable
organization transitions
• Keep good data and
records

Source: FBI PSA dated 4 May 2017, Alert # I-050417-PSA
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Steps to protect against impostor fraud

Verify the request

Implement dual custody

Monitor accounts

•

•

Serves as a second chance
to identify potential fraud

•

•

Verify changes and pay
attention to the details

Reconcile bank accounts
daily and pay close
attention to account
activity

•

Confirm changes are
verified before approving
payment

•

Protect your email account
and login credentials

•
•

Watch for red flags,
especially if a request
seems out of the ordinary
Verbally verify and confirm
the request
Only use the contact
information on file
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What is Account Takeover fraud?
When the fraudster steals your confidential information to access your online
accounts directly
• The fraudster typically leverages Social
Engineering and Malware to execute an
account takeover incident
• Social Engineering, such as Phishing,
manipulates you into divulging
confidential information
• Malware is malicious software installed
on your computer without your consent
or knowledge
• Once malware is installed on your
computer, a fraudster will access
accounts and send unauthorized
payments
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Steps to help protect against account takeover fraud

Best practices

Implement dual custody

• Don’t share online banking credentials.

• Dual custody requires two users, on different
devices, to initiate and approve online
payments, payment instruction changes and
administrative changes.

• Don’t click on links or download programs or
attachments in emails or text messages,
unless they’re from a trusted sender.
• Be wary of unsolicited phone calls concerning
unreported system issues. Immediately
contact your Wells Fargo bank representative.
• Use notification and alert services to receive
text or email notifications regarding electronic
debits from your accounts.

• Verify payment changes with requestor before
initiating a request.
• Review payment details, and note changes
from the information you have on file.
• Confirm any changes are verified before
approving a payment. Approvers must verify
both the payment and payment instructions.
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Technology and Process Insights
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Know your organization’s critical needs

• One size does not fit all: integrate your
security measures to reflect your
organization’s priorities
• Have an actionable plan in place to respond
in case of a fraud attack
• Simple processes can be some of your most
powerful protection
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Steps your organization can use to help mitigate the risk
Verbally authenticate all
requests for payment or
account change requests
• Use contact
information on file to
verify; never use
contact information
provided in the
request

Vendor/trading partner
awareness

•

•

Educate your vendors
and trading
partners—they are
targets for fraud, too
Define a process for
them to
communicate
payment and account
changes

Educate your
entire staff

• Alert management and
supply chain personnel
to the threat
• Instruct all staff,
especially AP staff, to
question unusual
payment or account
requests received by
email — even from
executives
• Review processes
and retrain your
employees
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Increase your focus on fraud mitigation

•

Dual approval for high-risk transactions
•

Account validation practices
•

Mobile access to fraud features
•

Positive pay and ACH fraud filter
•

Employee training and increased awareness

•

Reduce checks add electronic payments (ACH, Card and Zelle®)

•

Incorporate Business Continuity Planning

Traditional response to crisis
Maintain the status quo/safety in familiarity

Receive

Print and mail once reviewed

Review

Invoices in, review them ASAP
(review)

•
•
•

Data at the end of
the month to
reconcile

Keep the process going
Majority check payments
Extremely manual and inefficient

Unintended consequences in status quo

Risk
your security, your control, and your business continuity

Minimize
your ERP investment and AP processing too much manual work

Increase
your processing costs and manual data entry

Marginalize
your working capital and cash forecasting

Automate, update, protect, save, and survive

Pay who you need to pay. Pay when you need to pay them. Pay them how they want to be paid.

Integrate

Send one file with all payments

Receive

with ERP system

•

payment data for
account
reconciliation

•
•
•

ACH, checks, wires, virtual cards and
Disbursements with Zelle®
Custom and proprietary file formats
Addenda and remittance information
Time payments to arrive on due date

Intended consequences of automation
Leveraging your current technology investment

Reduce
your processing costs and manual data entry your processing
costs and manual data entry

Optimize
your ERP investment, AP processing and flexibility supplier
knowledge

Increase
your security and control to avoid fraud

Improve
your working capital and cash forecasting

Potential benefits of validating accounts

Clean data
and records

Design
procedures

Receive
approvals

Transition to
new systems
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Operational Cash Management Efficiencies
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Collaboration and partnership are key to improving working capital

• Invoice as soon as possible

• Partner with purchasing and
treasury to:

• Assess and tier your customers

• Segment suppliers

• Consider pre-payment plans and
incentives

• Align payment terms and
types

• Focus on customer
communication/retention

• Benchmark DPOs

Accounts
Receivables

• Update customer records and past
dues
• Leverage electronic receivables &
digital options

• Communicate with suppliers
• Review current AP policies and
procedures

Improved
working
capital

• Automate processing electronic
receipts

Treasury

• Research payment options and
opportunities

Accounts
Payable

Reviewing your accounts payable

Suppliers

DPOs

Controls

Invoices

Have you reviewed and updated your supplier
strategy?

Do you have the right controls in place to protect
yourself from fraud? Always verify the
authenticity of requests.

How do your DPOs compare to peers? In a crisis,
you may need longer terms or align purchases
and payments against critical needs.

Do you pay invoices on early without the benefit
of a discount? Consider adding rules in your AP
system.

Reconsider processes that prevent you from paying on time

Days payables best practices

Reach out to suppliers

Clean up master vendor files

Handle uncashed checks

Make more payments electronically

Accounts payable and working capital

59%

of companies have yet to automate their payments1

$5.83 the median cost of per invoice

1.
2.

2

AFP, “2016 Electronic Payments Survey Report.”
Aberdeen Group, “Improve Cash Flow Projections and Ops Efficiency and Reduce Risk with Automated AR Solutions,” January 2016.

Accounts receivables policies and procedures
Evaluate, update and prioritize

• Are you starting with good, clean data?
• Can you initiate invoices earlier, or electronically?
• Do you have customers with cash flow issues?
• Do you want to offer incentives or discounts to your
best, credit worthy constituents?

Accounts receivable best practices
• Clean up your records
– Update receivables accounts
– Post unapplied payments

• Move to electronic receivables
– Transition to more efficient forms of payment

42%

– Redesign invoices to include your preferred payment
methods
– Consider remote deposit/virtual lockboxes

of B2B payments received by
a typical organization are
checks

– Offer online payments to customers and vendors
through a customized website

Source: 2019 AFP® Electronic Payments Survey
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Where are you on your payment collections journey?

Receivables
automation

Your office

Efficiency / Cost savings

Online portal

ACH / wires

Credit card
machine

In person
cash / check

Citizen / Resident
Receivables Solutions
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Resilient and pandemic resistant

Automated
phone
payments

Online bill
payment

Near field
communication

New payment
types

Text-to-pay

e-invoicing

Digital wallet
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Questions
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Contact Us

Presenter Contact Information

Tyler Sisneros
Phone: 505-798-5922
Tyler.Sisneros@mycenturybank.com

Michael Bradley
Phone: 972-273-9799
Michael.D.Bradley@wellsfargo.com

Luke Boan
Phone: 303-941-3822
Timothy.l.boan@wellsfargo.com

